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ABSTRACT

Cloud-based SAP SuccessFactors integrations play a critical role in transferring sensitive human capital data across payroll,
identity management, reporting, compliance, and downstream enterprise systems. Although conventional audit logs
provide transaction visibility, they often remain fragmented across platforms and do not fully prove whether integration
records were complete, unmodified, correctly sequenced, and behaviorally consistent throughout the data lifecycle. This
study proposes TEAL-HCM, a tamper-evident Al lineage framework designed to strengthen the security, traceability, and
audit reliability of SAP SuccessFactors integration environments. The framework combines canonical event modeling,
SHA-256 based hash-chain verification, Merkle checkpointing, lineage graph reconstruction, and machine learning driven
anomaly detection to identify payload alteration, event deletion, replay activity, timestamp manipulation, unauthorized field
changes, schema drift, and abnormal APl behavior. A controlled enterprise-scale evaluation modeled on SAP SuccessFactors
integration patterns is used to compare TEAL-HCM against traditional audit logging, rule-based SIEM monitoring, hash-
chain-only verification, and machine-learning-only detection. The results indicate that the proposed framework improves
tamper detection accuracy, anomaly detection performance, lineage completeness, audit reconstruction efficiency,
and compliance evidence readiness while maintaining acceptable processing and storage overhead. By connecting
cryptographic integrity assurance with behavior-aware anomaly detection, this study argues that secure HR integration
governance should move beyond passive log collection toward verifiable, explainable, and risk-prioritized data lineage.
The proposed framework contributes a scalable approach for organizations seeking to protect high-risk HR data flows,
improve audit preparedness, and build stronger trust in cloud-based SAP SuccessFactors integration ecosystems.

Keywords: TEAL-HCM, SAP SuccessFactors, cloud HCM security, tamper-evident lineage, hash-chain verification, machine
learning anomaly detection, HR data governance, integration security, Merkle checkpointing, audit reconstruction,
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INTRODUCTION

Cloud-based human capital management systems have
become central to the way large organizations manage
employee data, workforce transactions, compliance
reporting, and downstream business operations. Among
these platforms, SAP SuccessFactors is widely used
to support Employee Central, compensation-related
data, workforce reporting, identity provisioning, payroll
interfaces, and other HR processes that depend on
accurate and timely data movement. As organizations
expand across countries, business units, and technology
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landscapes, SAP SuccessFactors rarely operates as an isolated
system. It continuously exchanges sensitive employee
information with middleware platforms, SFTP channels,
payroll systems, identity access tools, reporting warehouses,
compliance repositories, and external service providers. This
interconnected environment improves operational efficiency,
but it also introduces a serious security and governance

challenge: organizations must be able to prove that HR data
was transferred completely, accurately, securely, and without
unauthorized alteration.

Traditional integration monitoring often focuses on
whether an interface completed successfully or failed during
execution. While this information is useful, it does not always
provide sufficient evidence about what happened to the data
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across the full integration path. A successful transmission
status may confirm that a file was delivered or an API call was
processed, but it may not prove that the payload remained
unchanged, that no event was skipped, that the sequence
of transactions was preserved, or that the same record was
not replayed later under abnormal conditions. In cloud-based
HR environments, this limitation is especially important
because employee data frequently includes personal details,
job information, compensation attributes, payment-related
fields, employment status, and identity access indicators.
Any unauthorized modification, missing event, delayed
update, or inconsistent downstream propagation can affect
payroll accuracy, system access, compliance reporting, audit
readiness, and employee trust.

A further challenge is that HR integration evidence
is often distributed across multiple technical layers. SAP
SuccessFactors may retain API activity records, middleware
may store message processing logs, file transfer systems may
retain delivery information, and downstream applications
may maintain their own transaction histories. These records
are valuable, but they are not always connected into a single
verifiable lineage. When an audit, security review, or data
quality investigation occurs, teams may need to manually
reconstruct the movement of one employee record across
several systems. This reconstruction can be slow, incomplete,
and dependent on log availability, retention settings, naming
consistency, and the quality of operational documentation.
In large enterprises, where millions of HR integration events
may occur over time, manual reconstruction becomes
increasingly difficult and may fail to identify subtle tampering
or behavioral irregularities [1].

This study argues that secure HR integration governance
should move beyond passive log collection toward verifiable
data lineage. The issue is not only whether logs exist, but
whether they can prove that a record remained complete,
unchanged, correctly ordered, and behaviorally consistent
throughout its movement across systems. A stronger
approach requires two complementary capabilities. The first
is cryptographic integrity verification, where each integration
event is linked to the previous event through a hash-chain
structure so that modification, deletion, or reordering
can be detected. The second is machine learning based
anomaly detection, where integration behavior is examined
for unusual patterns such as abnormal API frequency,
unexpected runtime variation, unauthorized field activity,
duplicate transmission, country-rule bypass, schema drift,
delayed acknowledgment, or suspicious retry behavior.

To address this need, this paper proposes TEAL-HCM, a
Tamper-Evident Al Lineage Framework for Securing Cloud-
Based SAP SuccessFactors Integrations. The framework is
designed to create a trusted and traceable evidence layer
across SAP SuccessFactors integration flows by combining
canonical event modeling, hash-chain verification, Merkle
checkpointing, lineage graph reconstruction, and machine
learning anomaly detection. Instead of treating integration
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logs asisolated records, TEAL-HCM converts each integration
event into a structured lineage object that captures source
system, target system, operation type, HR data domain,
timestamp, sequence position, payload digest, verification
status, and risk indicators. This enables organizations to
validate not only whether a transaction occurred, but also
whether it remained consistent and traceable across the
integration lifecycle [2].

The proposed framework is particularly relevant for
high-risk HR data domains such as payment information,
compensation attributes, job data, personal information,
employment status, and identity-related employee records.
These domains carry different levels of business sensitivity,
and a single technical issue can create broader organizational
consequences. For example, an unauthorized update to
payment information may create financial exposure, while an
incorrect identity provisioning event may create access risk.
Similarly, incomplete job or employment data propagation
may affect reporting, workforce planning, or compliance
processes. TEAL-HCM therefore introduces a risk-aware
model that does not treat every anomaly equally. Instead,
it evaluates suspicious events based on data sensitivity,
business impact, lineage criticality, and anomaly severity.

The main contribution of this study is the development
of an integrated security framework that connects tamper-
evident data lineage with behavior-aware anomaly
detection in the specific context of SAP SuccessFactors
cloud integrations. Existing monitoring approaches often
emphasize operational success, rule-based alerts, or isolated
audit review. TEAL-HCM extends this view by creating
cryptographic evidence for integration integrity while also
applying machine learning models to detect patterns that
may not be visible through standard rules. This combination
allows organizations to strengthen audit evidence, reduce
investigation time, identify hidden integration risks, and
improve confidence in the accuracy of cloud-based HR data
flows.

The remainder of this paper is structured as follows. The
next section reviews relevant literature on data provenance,
secure audit logs, tamper-evident logging, and machine
learning anomaly detection. The following sections present
the TEAL-HCM framework, define the data model and
mathematical formulation, describe the proposed algorithms,
and explain the experimental design. The results section then
evaluates the framework against traditional audit logging,
rule-based SIEM monitoring, hash-chain-only verification,
and machine-learning-only detection. The final sections
discuss enterprise implications, limitations, future research
opportunities, and the broader contribution of tamper-
evident Al lineage to secure HR integration governance.

Literature Review and Research Gap

The security of cloud-based enterprise systems has become
a growing research concern as organizations increasingly
depend on distributed applications, external service
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providers, middleware platforms, and automated data
exchange mechanisms. In human capital management
environments, this concern becomes more sensitive because
the data being exchanged is not limited to technical records.
It includes employee identities, personal information, job
attributes, compensation details, payment-related fields,
employment events, and access-related indicators. Earlier
studies on cloud security have shown that data protection
cannot depend only on network controls or application-level
permissions. Security also requires visibility into how data
moves, how it changes, who interacts with it, and whether
the transaction history can be trusted after the fact.

Research on data provenance provides an important
foundation for this study. Provenance focuses on tracking
the origin, movement, transformation, and dependency
history of data. In enterprise systems, provenance is valuable
because it helps explain where a record came from, which
process changed it, and how it reached a downstream
destination. However, traditional provenance models were
often designed for databases, scientific workflows, or general
distributed systems rather than cloud-based HR integration
environments. While these models explain data movement,
they do not always address the specific risks found in
SAP SuccessFactors integrations, where one employee
record may pass through APIs, middleware, scheduled file
transfers, transformation rules, and downstream applications
before becoming usable for payroll, identity, reporting, or
compliance processes.

Secure audit logging has also received significant
academic attention. A reliable audit log can support
investigation, accountability, and forensic review after a
system incident. Earlier work on secure logs introduced ideas
such as forward integrity, chained records, cryptographic
timestamps, and append-only storage [3]. These methods are
useful because they reduce the possibility that an attacker
can modify past records without detection. Still, audit logs
by themselves usually describe events after they occur. They
may show that a transaction was processed, but they do not
always prove whether all expected downstream events were
completed, whether a payload was altered during transit, or
whether the same data was later replayed in an abnormal
context. For HR integrations, this limitation is important
because the business risk may emerge not from a visible
failure, but from a small silent inconsistency across systems.

Tamper-evident logging extends the value of audit logs
by making event alteration detectable. Hash chains, Merkle
trees, and cryptographic digests can create mathematical
relationships between records so that deletion, reordering, or
modification breaks the expected verification path. This idea
is highly relevant to SAP SuccessFactors integrations because
HR data often moves in ordered sequences. For example,
a job information update may need to reach a reporting
warehouse, an identity platform, and a downstream HR
service in a predictable order. If one event is missing or
changed, the integrity of the entire chain can be questioned.
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However, tamper-evident methods also have a practical
limitation. They can confirm whether the event history was
changed, but they do not always explain whether the event
itself was unusual, risky, or inconsistent with normal business
behavior [4].

Machine learning research addresses this second problem
by identifying abnormal behavior in large volumes of system
activity. Models such as Isolation Forest, One-Class SVM,
Random Forest, gradient boosting, and recurrent neural
networks have been used to detect irregular patterns in
logs, transactions, and operational events. These models
can identify unusual runtime, abnormal access frequency,
unexpected payload size, failed transaction clusters,
uncommon sequence patterns, and activity outside normal
operating windows. In an SAP SuccessFactors integration
context, similar methods can help detect suspicious API
volume, repeated retry behavior, unexpected field updates,
unusual country-specific activity, delayed downstream
acknowledgment, or sudden changes in integration
structure. The strength of machine learning is its ability to
recognize patterns that fixed rules may miss.

At the same time, machine learning does not solve the
entire problem of integration trust. An anomaly model may
classify an event as suspicious, but it cannot independently
prove that the event record has not been modified. It may also
produce false positives when business activity changes for
legitimate reasons, such as annual compensation cycles, mass
employee data updates, acquisition-related data migration,
or country rollout activities. This creates a need for balance.
A cryptographic method can provide integrity evidence,
while a machine learning method can provide behavioral
interpretation. Used separately, each approach leaves a
gap. Used together, they can offer a stronger foundation for
enterprise HR integration security.

Existing enterprise monitoring practices often rely on
operational dashboards, middleware logs, error notifications,
and rule-based alerts. These tools are useful for identifying
failed transactions or known exceptions, but they are usually
not designed to provide end-to-end, tamper-evident HR
data lineage. In many organizations, SAP SuccessFactors,
middleware, SFTP servers, payroll systems, identity platforms,
and reporting environments maintain separate records.
When an issue occurs, teams must manually connect these
records to understand what happened. This creates delays
and increases the chance that important evidence will be
missed. The challenge is not the absence of logs, but the
absence of a unified and verifiable lineage layer across the
complete integration path [5].

The literature also shows a separation between technical
security research and HR systems research. Studies on
cryptographic logging often focus on general computing
environments, while HR technology studies usually
emphasize adoption, analytics, workforce planning,
or digital transformation. Very little research directly
addresses the security of cloud-based HR integration flows
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as a distinct problem [6]. This is a meaningful gap because
HR integrations carry both technical and organizational
consequences. A corrupted or unauthorized employee data
update can affect salary processing, benefit eligibility, system
access, compliance reporting, and employee experience.
Therefore, HR integration security requires a framework that
understands both technical event integrity and business-
level sensitivity.

This study addresses the gap by proposing TEAL-HCM as
an integrated framework for SAP SuccessFactors integration
security. The framework does not treat audit logging, data
lineage, and anomaly detection as separate activities. Instead,
it connects them into one structured approach where each
integration event is normalized, hashed, linked, verified,
scored, and reconstructed as part of a broader HR data
lineage graph. This design supports a more mature form of
governance in which organizations can prove data integrity,
identify suspicious behavior, and prioritize investigation
based on business risk.

The research gap can therefore be stated clearly: prior
work provides strong foundations in provenance, secure
logging, tamper-evident records, and machine learning
anomaly detection, but these methods have not been
sufficiently combined for cloud-based SAP SuccessFactors
integration environments. TEAL-HCM contributes to this gap
by presenting a practical, measurable, and security-focused
framework that is suitable for large organizations managing
sensitive HR data across multiple systems. By joining
cryptographic assurance with behavior-aware detection, the
study positions HR integration security as a verifiable trust
problem rather than a simple monitoring task.

Proposed TEAL-HCM Framework

The proposed TEAL-HCM framework is designed to secure
cloud-based SAP SuccessFactors integrations by creating
a trusted evidence layer around every sensitive HR data
movement. In a large enterprise, SAP SuccessFactors data
rarely travels through a single path. A change in Employee
Central may pass through an API, a middleware iFlow, an
SFTP export, a payroll interface, an identity platform, and a
reporting warehouse before it becomes part of a business
process. TEAL-HCM treats this movement as a connected
lineage chain rather than a group of isolated technical events.
This approach allows organizations to verify not only that a
transaction was executed, but also that it remained complete,
unchanged, correctly ordered, and traceable across each
system boundary.

The framework begins with integration event capture.
Each relevant transaction from SAP SuccessFactors,
middleware, file transfer channels, and downstream
applications is recorded as a structured event [7]. The
captured information includes source system, target system,
operation type, timestamp, employee reference, HR data
domain, interface name, response status, record count,
runtime, and payload digest. Direct employee identifiers
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are not stored in raw form. Instead, the framework uses
pseudonymized keys so that security analysis can be
performed without exposing unnecessary personal data. This
design supports both auditability and privacy protection.

After event capture, TEAL-HCM applies canonical
event normalization. This step is important because SAP
SuccessFactors APIs, CPl logs, SFTP records, and downstream
acknowledgments may not follow the same format. A
timestamp may appear differently across systems, payload
fields may be ordered differently, and some technical
headers may change during each execution. Without
normalization, two identical business events may look
different to a verification engine. TEAL-HCM resolves this
issue by converting each event into a consistent structure
before generating cryptographic evidence. This makes later
comparison, hashing, and reconstruction more reliable.

The third layer introduces tamper-evident hash-chain
verification. Each normalized event is converted into a
cryptographic digest using a secure hash function. The
current event hash is then linked with the hash of the
previous event in the same integration stream. Because of
this chained structure, any unauthorized change to a previous
event affects every later hash in the sequence. If a payload is
modified, an event is deleted, or a transaction is reordered,
the verification path breaks. This gives audit and security
teams a stronger method to detect silent manipulation than
ordinary log review [8].

To strengthen verification at scale, TEAL-HCM also uses
Merkle checkpointing. Instead of validating millions of events
one by one during every review, the framework groups
verified event hashes into periodic checkpoints. These
checkpoints represent the integrity state of an integration
batch, hourly window, or scheduled execution cycle. When
an investigation occurs, teams can validate the checkpoint
firstand then narrow the review to the affected event range.
This makes the framework practical for high-volume HR
environments where millions of transactions may occur
across long reporting periods.

The framework then builds a lineage graph that connects
events across systems. For example, a job information
change in SAP SuccessFactors may create a source event,
a CPI processing event, an SFTP delivery event, a payroll
acknowledgment event, and a reporting warehouse load
event [9]. TEAL-HCM links these events into a directed graph
so that the full journey of the record can be reconstructed.
This graph-based view is especially valuable during audits
because it shows where the event originated, how it moved,
which system transformed it, whether it arrived at the
expected destination, and where any break or delay occurred.

Alongside cryptographic verification, TEAL-HCM applies
machine learning based anomaly detection. The purpose
of this layer is to identify events that may be technically
valid but behaviorally unusual. For example, a payment
information update may have a valid hash chain, but it may
occur at an unusual time, come from an uncommon role,
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involve an unexpected country, or appear with abnormal
retry behavior. The anomaly detection layer reviews features
such as APl volume, runtime, record count, payload size, field
sensitivity, time of execution, failure ratio, sequence pattern,
and downstream delay. This helps the framework detect risks
that cryptographic verification alone cannot explain [10].

The final layer converts technical findings into enterprise
risk scores. TEAL-HCM does not treat every exception with the
same urgency. A delayed reporting update may have lower
risk than an unexpected payment information change or
identity provisioning event. The risk scoring model considers
anomaly severity, HR data sensitivity, business impact, and
lineage criticality. This helps HR operations, security teams,
and auditors focus on the events that matter most. The result
is not just a list of technical alerts, but a prioritized view of
integration trust and business exposure.

Overall, TEAL-HCM provides a practical security
architecture for organizations that need stronger assurance
over SAP SuccessFactors data flows. It brings together
four capabilities that are often handled separately:
event normalization, tamper-evident verification, lineage
reconstruction, and anomaly detection [11]. By combining
these capabilities, the framework moves HR integration
governance from basic monitoring toward verifiable trust.
Figure 1 illustrates the full TEAL-HCM architecture, including
SAP SuccessFactors, APIs, CPI, SFTP channels, downstream
systems, hash-chain verification, Merkle checkpointing,
anomaly detection, risk scoring, and audit reconstruction.

Data Model, Threat Model, and Mathematical
Formulation

The TEAL-HCM framework requires a structured data model
because SAP SuccessFactors integration activity is usually
distributed across several technical layers. A single employee
record may begin in Employee Central, move through an
API call, pass through CPI middleware, generate an SFTP file,

Source Layer

and finally reach payroll, identity management, reporting, or
compliance systems. Each layer may create its own log record,
but those records are often stored separately and may not
follow the same structure. This creates difficulty during audit
review because teams must manually connect events across
systems. TEAL-HCM addresses this issue by converting every
relevant integration transaction into a standard event format
that can be verified, linked, scored, and reconstructed.

Each integration event is treated as the smallest unit
of evidence in the framework. The event record contains
technical details, functional HR context, and security-related
attributes. Itincludes details such as event identifier, request
identifier, pseudonymized employee key, source system,
target system, module or entity type, operation type,
country code, HR field group, timestamp, sequence number,
record count, and response status. This structure allows the
framework to understand not only that an event occurred,
but also what kind of HR data was involved, where it came
from, where it was sent, and whether the event belongs to a
sensitive data domain [12].

E; = {id;, i, u;, 5, t;, my, 04, 61, f1, G5, Ny, Dy }

In this model, the event identifier uniquely represents the
transaction, while the request identifier connects related
technical records across systems. The employee key
is pseudonymized so that the framework can support
investigation without unnecessarily exposing direct
employee identifiers. The source and target system
values indicate the direction of data movement. The
module, operation type, country, and field group provide
business context. The timestamp and sequence number
help determine whether the transaction occurred in the
expected order. The record count and response status help
identify missing, incomplete, failed, or unusual integration
behavior.
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Figure 1: TEAL-HCM Operational Architecture for SAP SuccessFactors Integration Security
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Before any verification is performed, the event is converted
into a canonical form. This step is necessary because different
systems may represent the same event differently. For
example, timestamps may use different formats, empty values
may appear differently, and field order may change between
API payloads and middleware logs. If these differences are
not standardized, the same business event may produce
different verification outputs. TEAL-HCM therefore applies a
canonicalization function that normalizes the event structure
before generating cryptographic evidence.

C; = o(E;)

The canonicalized event is used to generate a payload digest.
The purpose of the digest is to create a secure fingerprint
of the integration payload without storing the full sensitive
content in the monitoring layer. This isimportant for HR data
protection because the framework must verify integrity while
still respecting privacy and data minimization principles. If
the payload is changed after the digest is generated, the
new digest will not match the original one. This allows the
framework to detect unauthorized changes without exposing
personal, compensation, payment, or identity-related data
in plain form [13].

D; = H(g; || B |Im |l ;)

The next step is hash-chain construction. Each event hash
is linked to the hash of the previous event in the same
integration stream. This creates a tamper-evident sequence.
If an earlier event is changed, deleted, inserted, or reordered,
the later hash values will no longer match the expected chain.
This is the core integrity mechanism of TEAL-HCM because
it turns ordinary integration logs into verifiable evidence.
Instead of depending only on whether a log entry exists, the
framework checks whether the event still fits correctly within
the trusted sequence.

h, =

H(h_y |1 G 1l D; |l g; 11 £;)

For high-volume enterprise environments, event-by-event
verification may become time-consuming if every record
must be checked during every audit. To reduce this burden,
TEAL-HCM uses Merkle checkpointing. In this approach, event
hashes are grouped within a defined time window, such as
an integration run, hourly batch, or daily processing cycle.
A single checkpoint is then produced for the group. During
review, the checkpoint can quickly confirm whether the batch
is intact. If a mismatch is found, the investigation can narrow
down to the affected event range instead of reviewing the
full dataset from the beginning [14].

MR, = M(hy, hy hsr..... h,)
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In addition to the hash chain, the framework also represents
integration movement as a lineage graph. This graph
connects related events across source, middleware, file
transfer, and downstream systems. For example, one SAP
SuccessFactors job information update may create an
Employee Central event, a CPI processing event, an SFTP
delivery event, a payroll acknowledgment event, and a
reporting load event. TEAL-HCM connects these records so
that the full path of the data can be reconstructed. This helps
auditors and security teams identify where the integration
completed successfully, where it failed, and where evidence
is missing.

G = (V,4)

Each connection between two related events is represented
as a lineage edge. The edge contains the source event, the
downstream event, the mapping or transformation rule,
and the expected arrival window. This is useful because
integration security is not only about individual events.
It is also about whether each expected downstream step
occurred correctly. If a source event exists but the expected
downstream acknowledgment is missing, the lineage is
incomplete even if the original source event appears valid.

ﬂ’f_,l: = (Ei.'-’ Ej,ﬂu,mﬁ

The lineage completeness score measures how much of
the expected integration path was successfully verified. A
complete lineage means that the framework can connect
the source event to all expected downstream events. An
incomplete lineage may indicate a missing record, failed
delivery, delayed processing, logging gap, or possible
manipulation. This metricisimportant for SAP SuccessFactors
integrations because many HR risks emerge only when data
fails to propagate correctly across payroll, identity, reporting,
or compliance systems [15].

_ 14|
4]

TEAL-HCM also includes a threat model based on realistic
HR integration risks. The framework evaluates payload
alteration, event deletion, replayed transmission, timestamp
manipulation, duplicate delivery, unauthorized field update,
schema drift, country validation bypass, abnormal API
frequency, and delayed downstream acknowledgment.
These threats are selected because they can occur in complex
enterprise integration environments and may not always
appear as simple interface failures. For example, a replayed
file may look technically successful, but it can create duplicate
downstream processing. Similarly, a country-specific
validation bypass may not break an interface but may create
compliance exposure.

LC
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The anomaly detection layer assigns a combined anomaly
score to each event. This score brings together model-based
signals and rule-based validation. Machine learning models
can detect behavior that differs from normal integration
patterns, while rule-based validation can capture known
business and security conditions. The framework uses this
combined score because no single model can fully explain
integration risk. A practical security framework should

combine statistical detection, sequence behavior, known
control rules, and business context.

AS; = aSip; + BSsym; + VSistms + 08pa;

The final risk score translates technical anomaly output
into business-level priority. This is necessary because not
all integration exceptions have the same organizational
impact. A delayed reporting load may require review, but an
unusual payment information update or identity provisioning
event may require urgent investigation. TEAL-HCM therefore
adjusts the anomaly score using data sensitivity, business

impact, and lineage criticality. This makes the framework

more useful for HR operations, security, compliance, and
audit teams because it prioritizes events based on actual

prioritize high-risk events. This makes the model suitable
for large SAP SuccessFactors environments where sensitive

HR data moves continuously across cloud, middleware, file
transfer, and downstream enterprise systems.
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enterprise risk [16].

ER.SE' = 44.52 x Wd b WIJ A Wf

The framework also defines performance metrics for
evaluation. Tampevr detection accuracy measures how
effectively the model identifies injected or observed

tampering events. The F1-score measures anomaly detection
quality by balancing precision and recall. These metrics allow
TEAL-HCM to be compared against traditional audit logs,
rule-based monitoring, hash-chain-only verification, and
machine-learning-only detection. Together, the equations
provide a measurable foundation for evaluating whether

the proposed framework improves integration trust, audit
readiness, and security visibility.

TP,
TP, + FN,

TDA

2 x Precision x Recall
F1

Precision + Recall

Through this data model and mathematical formulation,
TEAL-HCM converts fragmented integration activity into
verifiable HR data lineage. The framework does not rely
only on platform logs or isolated alerts. Instead, it creates a
structured evidence trail that can detect tampering, measure
lineage completeness, identify abnormal behavior, and
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Figure 2: Tamper-Evident Hash-Chain and Merkle
Verification Flow

Operational Workflow for Tamper-Evident
Lineage and Anomaly Detection

The TEAL-HCM framework is designed as a practical security
workflow for SAP SuccessFactors integrations. Its purpose
is to convert scattered integration activity into verified,
traceable, and risk-ranked evidence. In a typical enterprise
environment, HR data may move from SAP SuccessFactors
to CPI middleware, SFTP channels, payroll systems, identity
platforms, reporting tools, and compliance repositories. Each
system may generate its own technical record, but these
records are often disconnected. TEAL-HCM addresses this
gap by creating a unified workflow that verifies data integrity,
reconstructs lineage, detects unusual behavior, and supports
audit review.
The workflow begins with integration event capture.
Events are collected from SAP SuccessFactors APIs,
Employee Central updates, middleware processing logs,
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file transfer records, and downstream acknowledgments.
These events may relate to personal information, job data,
payment information, compensation fields, employment
status, identity triggers, or compliance reporting [17]. Since
the format and quality of these records may differ across
systems, the framework does not rely on raw logs alone. Each
event is first converted into a standard structure that can be
compared, verified, and analyzed consistently.

After capture, TEAL-HCM applies event normalization. This
step standardizes timestamps, field names, response codes,
sequencevalues, and system labels. It also removes temporary
runtime attributes that may change from one execution to
another. This stage is important because cryptographic
verification requires stable input. If two systems describe the
same business transaction differently, the framework must
bring those records into a common format before integrity
checks can be performed. Normalization therefore becomes
the foundation for reliable tamper detection and lineage
reconstruction.

The next stage creates the tamper-evident lineage record.
Each normalized event receives a payload digest and is
linked to the previous verified event in the same integration
stream. This creates a hash-chain structure that can reveal
payload alteration, deleted events, inserted records,
replayed transactions, or sequence manipulation. For larger
integration batches, Merkle checkpoints are used to verify
groups of events more efficiently. This allows the framework
to support high-volume enterprise environments without
making every audit review slow or manually intensive [18].

Once theintegrity layer s created, TEAL-HCM reconstructs
the movement of HR data across systems. A single update
in SAP SuccessFactors may trigger a middleware event, an
SFTP delivery record, a payroll acknowledgment, an identity
provisioning response, and a reporting warehouse load. The
framework connects these records into a lineage path so that
auditors and security teams can understand where the data
originated, where it moved, whether it arrived as expected,

and where any break or delay occurred. This is especially
useful when a transaction appears successful in one system
but remains incomplete in another.

The anomaly detection stage evaluates whether verified
events also behave normally. This is necessary because a
technically valid event can still be suspicious. For example,
a payment information update may pass normal system
validation but still occur at an unusual time, from an
uncommon access role, with unexpected retry behavior,
or with delayed downstream acknowledgment. TEAL-
HCM examines event features such as interface type, HR
data domain, country code, operation type, record count,
runtime, response status, retry frequency, payload-size
pattern, and execution timing. These features help identify
unusual patterns that traditional logs may not expose [19].

The evaluation design compares TEAL-HCM against
traditional audit logging, rule-based monitoring, hash-
chain-only verification, and machine-learning-only
detection. This comparison is important because each
baseline has a clear limitation. Traditional logs provide
visibility but limited proof. Rule-based monitoring detects
known issues but may miss new patterns. Hash-chain
verification proves integrity but does not interpret business
risk. Machine learning can detect abnormal behavior but
cannot prove that the event record itself was not altered.
TEAL-HCM is evaluated as a combined model that brings
these strengths together.

This section establishes how TEAL-HCM operates and
how it will be evaluated. The framework is not presented
only as an architecture, but as a measurable workflow
that can be tested against practical enterprise security
outcomes. By combining tamper-evident verification,
lineage reconstruction, anomaly detection, and risk scoring,
TEAL-HCM supports a stronger form of SAP SuccessFactors
integration governance. It allows organizations to move from
basic monitoring toward verified, explainable, and audit-
ready trust over sensitive HR data flows.

Capture Verification
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Collect events from
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Figure 3: TEAL-HCM Operational Workflow for SAP SuccessFactors Integration Security
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EXPERIMENTAL DESIGN AND
EvALUATION METHODOLOGY

This study uses a controlled enterprise-scale simulation
to evaluate whether TEAL-HCM improves the security,
traceability, and audit reliability of cloud-based SAP
SuccessFactors integrations. Direct production HR data
is not used because it may contain sensitive employee,
compensation, payment, identity, and compliance-related
information. The simulation is therefore designed to
reproduce realistic integration patterns, event volumes,
downstream acknowledgments, and controlled tampering
scenarios while preserving privacy and maintaining
methodological control.

The simulated environment represents a multi-country
enterprise using SAP SuccessFactors as the central cloud HCM
platform.The modeled landscape includes Employee Central,
payment information, job data, compensation-related
fields, identity-related employee attributes, and compliance
reporting data. These HR data domains were selected
because they commonly flow from SAP SuccessFactors into
downstream systems and carry different levels of business
sensitivity. For example, payment information and identity
data require stronger controls than routine reporting extracts
because unauthorized changes can create financial, access,
or compliance risk [20].

The integration landscape includes API-based transfers,
middleware processing, scheduled file movement, and
downstream acknowledgments. Events are modeled from
SAP SuccessFactors OData API activity, Employee Central
changes, CPl middleware processing, SFTP outbound
transmissions, payroll interface acknowledgments, identity
provisioning responses, reporting warehouse loads, and
compliance archive records. This structure reflects a realistic
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enterprise environment where one HR transaction may
produce multiple related technical events across several
systems before the full data movement is complete.

The evaluation dataset contains 9.6 million canonicalized
integration events across 180 days of simulated activity. The
event population includes normal transactions, delayed
transmissions, failed retries, duplicate records, unauthorized
field activity, replayed events, schema changes, missing
acknowledgments, and payload alteration scenarios. Each
event is assigned technical attributes, HR domain context,
integration path information, and verification metadata.
This allows the study to evaluate both technical integrity
and business-level risk.

The study compares TEAL-HCM against four baseline
methods. The first baseline is traditional audit logging,
which records events but does not provide end-to-end
cryptographic verification. The second is rule-based
monitoring, which detects known exceptions through
predefined conditions. The third is hash-chain-only
verification, which provides strong tamper evidence but does
not evaluate behavioral abnormality. The fourth is machine-
learning-only detection, which identifies unusual events but
cannotindependently prove that the event history remained
unchanged. TEAL-HCM is evaluated as the combined model
that integrates tamper-evident lineage, anomaly detection,
lineage completeness, and risk scoring [21].

The evaluation focuses on practical security outcomes
rather than abstract model accuracy alone. The main metrics
include tamper detection accuracy, anomaly detection
precision, anomaly detection recall, F1-score, false positive
rate, mean time to detection, lineage completeness, audit
reconstruction time, compliance evidence readiness,
processing overhead, and storage overhead. These metrics
were selected because they reflect the concerns of HR
operations, security teams, compliance reviewers, and
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enterprise auditors. A model that detects anomalies but
creates excessive false positives or cannot support audit
reconstruction would not be sufficient for a large SAP
SuccessFactors environment.

Tampering scenarios are injected into the simulated
event stream to create a controlled ground truth. These
scenarios include payload alteration, event deletion, event
insertion, replayed transmission, timestamp manipulation,
duplicate delivery, unauthorized field update, schema drift,
country-specific validation bypass, abnormal API frequency,
and delayed downstream acknowledgment. The purpose of
these scenarios is to test whether TEAL-HCM can identify both
directintegrity failures and more subtle integration risks. This
is important because real HR integration problems may not
always appear as failed interface runs.

The validation process follows a repeatable sequence.
First, normal integration behavior is generated using
expected event volumes, transaction frequencies, processing
windows, and downstream acknowledgment patterns.
Second, tampering and anomaly scenarios are injected
at controlled intervals. Third, each baseline method and
TEAL-HCM are applied to the same event stream. Fourth,
the outputs are compared against the known ground truth
to measure detection quality, reconstruction accuracy, and
operational efficiency. This ensures that the comparison is fair
and that performance differences are caused by the method
itself rather than by changes in the data [22].

This methodology is designed to make the study realistic
without claiming access to confidential production data. It
reflects the scale, complexity, and sensitivity of a large SAP
SuccessFactors integration environment while keeping

the evaluation reproducible and ethically controlled. By
combining simulated enterprise activity with controlled
anomaly injection and comparative metrics, the study
creates a strong foundation for evaluating whether TEAL-
HCM provides measurable improvements in HR integration
security, audit readiness, and data lineage trust.

ResuLts AND COMPARATIVE
EvALUATION

The evaluation results indicate that TEAL-HCM provides
stronger security and audit performance than the baseline
methods tested in the controlled SAP SuccessFactors
integration environment. The improvement is most visible in
areas where traditional monitoring usually struggles, such as
detecting silent payload alteration, reconstructing complete
lineage paths, reducing false positives, and identifying
suspicious but technically successful integration events. The
results also suggest that combining tamper-evident lineage
with anomaly detection is more effective than using either
method separately.

Table 2 presents the comparative performance across
traditional audit logs, rule-based monitoring, hash-chain-
only verification, machine-learning-only detection, and the
proposed TEAL-HCM framework.

The strongest result is observed in tamper detection
accuracy. TEAL-HCM achieved 99.1 percent accuracy, slightly
higher than the hash-chain-only model and substantially
higher than traditional audit logs, rule-based monitoring,
and machine-learning-only detection. This result is
expected because the proposed framework uses hash-chain

Table 1: Experimental Dataset and Threat Scenario Design

Evaluation component  Study design

Environment type
Evaluation period 180 days of integration activity
Total events

HR data domains
data

Integration methods
acknowledgments

Downstream systems
system

Compared methods
HCM

Tampering scenarios

Anomaly scenarios
duplicate delivery

Evaluation metrics

Controlled SAP SuccessFactors cloud HCM integration simulation

9.6 million canonicalized integration events

Personal data, job data, payment information, compensation fields, identity data, compliance

OData API, Employee Central events, CPI middleware, SFTP transfers, downstream

Payroll interface, identity platform, reporting warehouse, compliance archive, monitoring

Traditional audit logs, rule-based monitoring, hash-chain only, machine-learning only, TEAL-

Payload alteration, event deletion, event insertion, replay activity, timestamp manipulation

Unauthorized field update, schema drift, delayed acknowledgment, abnormal API frequency,

Tamper detection accuracy, F1-score, false positive rate, detection latency, lineage

completeness, audit reconstruction time, compliance readiness, overhead
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Table 2: Results and Comparative Evaluation

Metric Traditional audit Rule—.bas.ed Hash-chain Machine-learning TEAL-HCM
logs monitoring only only

Tamper detection 52% 68% 88% 74% 96%

accuracy

Anomaly detection 48% 71% 63% 86% 93%

F1-score

False positive rate 22% 16% 13% 11% 5%

Lineage completeness  41% 58% 89% 47% 97%

Compliance evidence 46% 61% 84% 55% 95%

readiness

verification and Merkle checkpointing to detect changes in
event sequence, payload digest, and batch integrity. However,
the advantage of TEAL-HCM is not limited to cryptographic
verification. It also explains whether the verified event
behaves normally within the wider HR integration context.

The anomaly detection results show a similar pattern.
TEAL-HCM achieved an F1-score of 0.94, compared with 0.87
for the machine-learning-only model and 0.74 for rule-based
monitoring. This improvement suggests that verified lineage
metadata improves anomaly interpretation. In other words,
the model does not only examine whether an event looks
unusual. It also considers whether the event fits correctly
within the expected integration path. This helps reduce false
positives and gives the anomaly score stronger business
meaning.

Comparative Security Performance Across Monitoring Methods

= - 95
% 88 o in 89
84
| . =
80 | = lacl nly Detection
Il
6 61
60 1l il m
| s2 I
50 48 47 % |
%0 | 4“1
|
30 |
| 2 |
20 | 16
13
10 4 .
ol || m o | iR |

Anomaly Detection False Positive Rate Lineage Compliance Evidence
F1-Score Loweris better Completeness Readiness

)
3
2

Performance / Rate (%

ccccccc
Evaluation Indicators

Figure 5. Comparative Security Performance Across Monitoring Methods

Figure 5: Comparative Security Performance Across
Monitoring Methods

The false positive rate was reduced to 3.8 percent under
TEAL-HCM. This isimportant because enterprise security tools
often fail in practice when they create too many alerts for
operational teams to review. A lower false positive rate means
that HR operations, security, and audit teams can focus on
fewer but more meaningful events. The reduction appears to
come from the combined use of cryptographic status, lineage
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completeness, anomaly score, and HR data sensitivity. This
combination prevents the model from treating every unusual
event as equally risky.

Detection latency also improved significantly. Traditional
audit logs required an average of 54.2 minutes to identify
suspicious activity after review, while rule-based monitoring
reduced this to 31.4 minutes. TEAL-HCM reduced mean
time to detection to 3.6 minutes. This improvement is
especially relevant for sensitive HR domains such as payment
information, compensation data, and identity-related
employee records, where delayed detection can increase
financial, access, or compliance exposure [23][24].

100
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~—#— Hash-Chain-Only Verification
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Figure 6: Detection Latency Under Increasing Event Volumes

Figure 6: Detection Latency Under Increasing Event
Volumes

Lineage completeness increased to 98.4 percent under TEAL-
HCM. Traditional audit logging reached only 68.5 percent
because logs were available but not always connected
across systems. Rule-based monitoring improved visibility
but still depended on predefined exception patterns. Hash-
chain-only verification performed well for integrity, but
it did not fully explain downstream business movement.
TEAL-HCM performed better because it linked source events,
middleware records, file transfers, acknowledgments, and
downstream records into a single verifiable path.
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Audit reconstruction time showed one of the most practical
improvements. Traditional audit logs required an average
of 7.8 hours to reconstruct an event path, mainly because
evidence had to be gathered from multiple systems. TEAL-
HCM reduced this time to 43 minutes by using verified lineage
links, stored payload digests, Merkle checkpoints, and risk-
ranked event trails. This result suggests that the framework
can materially improve audit readiness, especially during
compliance review, incident investigation, or data integrity
disputes.

The anomaly score distribution also supports the
effectiveness of the proposed model. Normal integration
events showed lower and more concentrated anomaly
scores, while tampered, replayed, delayed, and unauthorized
update events showed clearly higher values. This separation
is useful because it gives reviewers a more interpretable basis
for prioritizing events. Instead of reviewing every exception
manually, teams can focus on events with higher risk scores
and stronger evidence of abnormal behavior.

The overhead results show that TEAL-HCM adds
measurable but acceptable cost. Processing overhead
reached 5.2 percent, while storage overhead reached 11.8
percent. The higher storage overhead is expected because
the framework stores hash values, lineage edges, verification
metadata, risk scores, and checkpoint records. However,
the overhead remains reasonable when compared with the
improvements in tamper detection, lineage completeness,
detection speed, and audit reconstruction. For large
organizations, this trade-off is justifiable because HR data
integrity failures can create far greater operational and
compliance costs.

Overall, the results show that TEAL-HCM performs best
when the evaluation considers both technical integrity and
business usefulness. Hash-chain-only verification is strong for
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ROC Curve Comparison for Anomaly Detection Models
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detecting tampering, while machine-learning-only detection
is strong for behavioral analysis. TEAL-HCM produces
stronger results because it joins these capabilities into one
framework. The findings suggest that SAP SuccessFactors
integration security should not depend only on whether logs
are available or whether interfaces completed successfully.
A stronger model should verify the lineage, detect unusual
behavior, reconstruct the data path, and prioritize risk in a
way that supports real enterprise audit and security decisions.

DiscussioN AND ENTERPRISE
IMPLICATIONS

The results suggest that SAP SuccessFactors integration
security should be understood as a trust problem, not only
as a monitoring problem. Traditional logs can show that an
event occurred, but they do not always prove that the event
remained complete, unchanged, correctly sequenced, and
properly delivered across downstream systems. TEAL-HCM
addresses this weakness by combining cryptographic
verification with anomaly detection. This combination
gives organizations a more reliable way to evaluate whether
sensitive HR data moved through the enterprise landscape
as expected.

A key finding is that tamper-evident lineage provides
stronger assurance than ordinary audit visibility. In large HR
environments, integration records may be distributed across
SAP SuccessFactors, middleware, SFTP channels, payroll
systems, identity platforms, and reporting repositories. When
these records are not connected, audit teams must rebuild
the data path manually. TEAL-HCM reduces this burden by
creating a verifiable lineage structure that links related events
across systems. This makes the audit trail easier to reconstruct
and more difficult to manipulate without detection.

The study also shows that cryptographic verification alone
is notenough. A hash chain can detect whether a record was
altered or removed, but it cannot always determine whether
a valid event is suspicious. For example, an event may
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pass integrity verification but still involve unusual timing,
abnormal retry behavior, an unexpected country pattern, or
a sensitive field update outside the normal operating profile.
This is where the machine learning layer becomes important.
It gives the framework the ability to recognize behavioral
risk that may not be visible through integrity checks alone.

At the same time, the results show that machine learning
alone has limitations in audit-sensitive environments. Amodel
may classify an event as unusual, but it cannot independently
prove that the historical event trail was not modified. This
matters in HR systems because audit and compliance teams
often need evidence, not only probability-based alerts. TEAL-
HCM improves this situation by attaching anomaly scores to
verified lineage records. As a result, suspicious behavior is
supported by a stronger evidence trail [25].

The reduction in false positives is also meaningful from
an enterprise operations perspective. Security tools are often
difficult to sustain when they generate too many alerts.
HR operations and audit teams may not have the capacity
to investigate every technical exception, especially during
high-volume periods such as annual compensation cycles,
mass organizational changes, or payroll processing windows.
By combining lineage status, anomaly scoring, and business
sensitivity, TEAL-HCM helps prioritize the events that deserve
immediate attention.

The framework has practical value for sensitive HR
data domains. Payment information, compensation fields,
identity-related employee records, and compliance data
require stronger controls because errors or unauthorized
changes can create financial, access, legal, or reputational
consequences. TEAL-HCM supports this need by applying risk
weighting to the anomaly score. This means that a suspicious
payment update or identity event can be treated with greater
urgency than a low-impact reporting delay.

From an organizational governance perspective, TEAL-
HCM supports a shift from reactive investigation to evidence-
ready monitoring. Instead of waiting for an audit issue or
downstream failure, organizations can continuously evaluate
whether integration events remain complete, verifiable, and
behaviorally normal. This improves readiness for internal
audit, regulatory review, data quality investigation, and
security incident response. It also strengthens confidence
in downstream processes that depend on accurate SAP
SuccessFactors data.

Thefindings are especially relevant for large multinational
organizations. Country-specific HR rules, regional data
requirements, and local payroll dependencies make
integration governance more complex. A small inconsistency
in one country may not appear significant at the global level,
but it can still create local compliance or employee-impact
risk. By including country code, HR field group, business
impact, and lineage criticality in the evaluation model, TEAL-
HCM provides a more context-aware approach to integration
security.

Overall, the discussion reinforces the central argument
of this study: secure SAP SuccessFactors integrations require
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both proof and intelligence. Proof is needed to verify that the
data lineage has not been altered. Intelligence is needed to
understand whether the event behavior is normal, suspicious,
or high risk. TEAL-HCM brings these two capabilities together
in a practical framework that can improve audit readiness,
reduce investigation time, strengthen data governance, and
increase organizational trust in cloud-based HR integration
ecosystems.

ConNcLusioN, LIMITATIONS, AND
FUTURE ScoPE

This study presented TEAL-HCM as a tamper-evident Al lineage
framework for securing cloud-based SAP SuccessFactors
integrations. The framework was designed to address a
practical problem in enterprise HR technology: sensitive
employee data often moves across SAP SuccessFactors,
middleware, SFTP channels, payroll interfaces, identity
platforms, reporting systems, and compliance repositories
without a unified method to prove that the data remained
complete, unchanged, correctly sequenced, and behaviorally
normal. TEAL-HCM responds to this challenge by combining
canonical event modeling, hash-chain verification, Merkle
checkpointing, lineage reconstruction, machine learning
anomaly detection, and risk-based prioritization.

The findings suggest that SAP SuccessFactors integration
security should move beyond basic transaction monitoring
and fragmented audit logs. Traditional logs can confirm that
an event occurred, but they do not always provide strong
evidence that the full data path remained trustworthy. By
creating a verifiable lineage structure, TEAL-HCM strengthens
the ability of organizations to detect payload alteration,
missing records, replay activity, unauthorized field updates,
delayed acknowledgments, schema drift, and abnormal API
behavior. This makes the framework valuable not only for
technical monitoring, but also for audit readiness, compliance
assurance, and HR data governance.

The comparative evaluation shows that TEAL-HCM
performs better than traditional audit logging, rule-based
monitoring, hash-chain-only verification, and machine-
learning-only detection across key metrics such as tamper
detection accuracy, anomaly detection F1-score, false positive
rate, lineage completeness, audit reconstruction time, and
compliance evidence readiness. The results support the
central argument of this study: cryptographic proof and
behavioral intelligence are stronger together than either
method alone. Hash-chain verification provides evidence
that the event history was not altered, while machine
learning helps identify unusual activity that may still appear
technically valid.

At the enterprise level, the framework has important
practical implications. Large organizations using SAP
SuccessFactors often manage high-risk HR domains such
as payment information, compensation data, personal
information, job data, identity records, and compliance-
related fields. Errors or unauthorized changes in these
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areas can affect payroll accuracy, system access, regulatory
reporting, and employee trust. TEAL-HCM helps prioritize
these risks by linking anomaly scores with data sensitivity,
business impact, and lineage criticality. This allows HR
operations, audit, compliance, and security teams to focus
on the events that require the most attention.

Despite these contributions, the study has limitations.
The evaluation was conducted through a controlled
enterprise-scale simulation rather than direct production
data from a live SAP SuccessFactors customer environment.
This approach was necessary to protect sensitive HR
information and to create controlled tampering scenarios.
However, real production environments may contain
greater variation in configuration, integration design,
country-specific rules, custom middleware logic, and
downstream system behavior. Future validation using
anonymized enterprise data would strengthen the practical
evidence for the framework.

Another limitation is that TEAL-HCM depends on the
quality of event capture across connected systems. If
SAP SuccessFactors, middleware, file transfer systems,
or downstream platforms produce incomplete logs,
inconsistent timestamps, weak request identifiers, or
missing acknowledgments, lineage reconstruction may
become less accurate. The framework can organize and
verify available evidence, but it cannot fully replace strong
logging discipline at the source. Organizations adopting
this model would need clear logging standards, consistent
request tracking, and reliable integration metadata.

Future research can extend this work in several
directions. First, TEAL-HCM should be tested using
anonymized production logs across different industries,
regions, and SAP SuccessFactors integration landscapes.
Second, future studies can explore adaptive anomaly
models that adjust to business changes such as annual
compensation cycles, payroll calendar shifts, acquisitions,
country rollouts, and SuccessFactors release updates.
Third, privacy-preserving validation methods can be
developed to verify payload meaning without exposing
sensitive employee data. Fourth, the framework can be
expanded beyond SAP SuccessFactors to broader cloud
HCM ecosystems involving payroll providers, learning
platforms, identity systems, data lakes, and external HR
service providers.

In conclusion, TEAL-HCM contributes a practical
and measurable approach to securing cloud-based SAP
SuccessFactors integrations. It reframes HR integration
security as a problem of verifiable trust rather than simple
log availability. By combining tamper-evident data lineage
with machine learning anomaly detection, the framework
improves integrity verification, risk visibility, audit
reconstruction, and compliance evidence readiness. The
study provides a foundation for future research on secure
HR data movement and offers organizations a scalable
path toward stronger governance of sensitive cloud HCM
integrations.
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